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NEUTRALIZING THE NUCLEAR AND RADIO-
LOGICAL THREAT: SECURING THE GLOBAL
SUPPLY CHAIN

TUESDAY, MARCH 28, 2006

U.S. SENATE,
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS,
OF THE COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 9:32 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Norm Coleman,
Chairman of the Subcommittee, presiding.

Present: Senators Coleman, Collins, Domenici, Levin, Akaka, and
Lautenberg.

Staff Present: Majority: Raymond V. Shepherd III, Staff Director
and Chief Counsel; Brian M. White, Professional Staff Member; Jo-
anna Ip Durie, Detailee, ICE; Mary D. Robertson, Chief Clerk; Le-
land B. Erickson, Counsel; Mark L. Greenblatt, Counsel; Matthew
S. Miner, Counsel; Cindy Barnes, Detailee, GAO; Kathy Kraninger
and Allison Boyd (HSGAC/Collins); Henry Abeyta (Energy Comm./
Domenici); Minority: Elise J. Bean, Staff Director/Chief Counsel,
Laura Stuber, Counsel; Richard Kessler (Akaka); Peter Vallario
(Akaka); Madelyn Creedon (Armed Services/Levin); and Wendy An-
derson (Lautenberg)

OPENING STATEMENT OF SENATOR COLEMAN

Senator COLEMAN. This hearing of the Permanent Subcommittee
on Investigations is called to order. Good morning and thank you
all for being here.

Today we'll be holding 2 days of hearings on perhaps the most
important threat confronting our country: Terrorists acquiring and
detonating a nuclear weapon in the United States. Have no doubt,
this threat is real.

The Director of National Intelligence, John Negroponte, starkly
noted this threat in his public testimony last month. “Attacking the
U.S. homeland, U.S. interests overseas, and U.S. allies,” he said, in
that order, “are al-Qaida’s top operational priorities. . . . al-Qaida
remains interested in acquiring chemical, biological, radiological,
and nuclear materials or weapons to attack the United States, U.S.
troops, and U.S. interests worldwide. In fact, intelligence reporting
indicates that nearly 40 terrorist organizations, insurgencies, or
cults have used, possessed, or expressed an interest in chemical, bi-
ological, radiological, and nuclear agent or weapons.”
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While the potential threat of a nuclear bomb is real, we cannot
overlook the serious consequences that would result from a dirty
bomb. For example, a dirty bomb constructed with Cesium-137,
which is significantly less powerful than a nuclear weapon, deto-
nated in New York, would wreak havoc, forcing millions to flee the
city, and costing us billions in cleanup costs. It could close down
Wall Street.

A disturbing report from GAO that will be part of today’s hearing
demonstrates significant vulnerabilities in our defenses against a
dirty bomb and other terrorist’s threats.! GAO investigators were
able to smuggle enough radioactive source material to manufacture
a dirty bomb across our northern and southern borders.

However, there is both good news and bad news to this story.
The radiation detectors correctly alarmed, signaling the presence of
radioactive material. The Customs officers followed the proper pro-
cedures as well. This is the good news.

The bad news, however, is that the officers were fooled by fraud-
ulent documents and didn’t have the mechanisms to verify the doc-
uments. These are documents that my 20-year-old son could easily
develop with a simple internet search using his computer at home.
We cannot allow this potentially deadly material to transit our bor-
ders with such ease.

Following this report, I am pleased to report that DHS has done
the right thing. They have acknowledged the vulnerability and are
taking corrective action to ensure that we close this gap. The Nu-
clear Regulatory Commission (NRC), however, does not appear
ready to acknowledge that this is a problem, and I disagree with
that. It is a problem when it is tougher to buy cold medicine today,
after what we did with the Combat Meth Act—than it is to acquire
enough material to construct a dirty bomb.

Many experts, including one here this morning, believe that a
maritime container is the ideal platform to transport nuclear radio-
logical material or a nuclear device into the United States. Since
90 percent of global trade moves in maritime containers, we can
not allow these containers to be utilized to transport weapons of
mass destruction. The consequences of such an event would be dev-
astating to our way of life and our economy.

Therefore, it is imperative that we look at these issues holis-
tically, neutralizing the radiological and nuclear threat and secur-
ing the global supply chain. We must, first, secure, detect, and
interdict nuclear and radiological materials, and second, ensure the
global supply chain is secure.

Our defenses against this threat must start overseas. The first
line of defense is securing source material in Russia and the former
Soviet Union states. Simultaneous to securing the material at the
source, our second line of defense must be to detect and interdict
this material if it falls into the hands of a terrorist or if an insider
tries to sell this material to a terrorist or a terrorist network.

These initiatives push our borders out, yet concurrent with these
efforts, we need to secure material in the United States and detect
and interdict material at our ports of entry. The borders of the
United States must be the last line of defense. Collectively, this

1See Exhibit 5 which appears in the Appendix on page 359.
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layered strategy will bring us closer to preventing the nightmare
scenario—a terrorist with a nuclear weapon.

For the past 2 years, the Subcommittee has conducted an exten-
sive investigation into global supply chain security and our layered
defenses against nuclear terrorism. Today, in the first of our two-
part hearing, we will address this layered approach to detect and
interdict potential smuggling attempts—both abroad and domesti-
cally—as well as our efforts to secure the material domestically. In
the second part of the hearing, on Thursday, we will focus on global
supply chain security.

I want to take this opportunity to thank Ranking Member Levin,
Chairman Collins, Senator Lieberman, and Representative Dingle
for their support and interest in this important subject. Preventing
nuclear terrorism and securing our Nation’s ports demands a bipar-
tisan and bicameral approach.

I will note that Chairman Collins will be conducting a hearing
on the broader issue with the full Committee. She authorized the
GreenLane Maritime Cargo Security Act. This is really the holistic
approach, and I appreciate her leadership on this issue. And I ap-
preciate the opportunity for this Subcommittee to take a piece of
it.

The Government Accountability Office has laid the groundwork
for today with three superb reports.! Collectively, the reports detail
many positive steps taken by the U.S. Government to address these
issues, but more importantly, note several gaps in our defense. Spe-
cifically, 4v2 years after September 11, less than 40 percent of our
seaports have basic radiation detection equipment. This is a mas-
sive blind spot. Pervasive corruption poses a significant challenge
to our detection efforts.

And the Nuclear Regulatory Commission, I believe, remains in a
pre-September 11 mindset in a post-September 11 world. For exam-
ple, the NRC has yet to implement even the most basic of reforms
to secure radiological material, which I believe the GAO set forth
in 2003. And I anticipate asking the GAO about that today.

These issues must be addressed with a sense of urgency. We
must close the gap at our ports. The NRC must reform the proc-
esses by which anyone can acquire radiological material. And the
National Nuclear Security Administration must continue to aggres-
sively build safeguards against corruption.

I would like to welcome Governor Kean, former Chairman of the
distinguished 9/11 Commission, and Commander Flynn, to our
hearing today. Our hearing will address the efforts to prevent the
smuggling of nuclear and radiological materials, the disturbing fact
that less than 40 percent of maritime containers entering the
United States are screened for radiation, and the ability of under-
cover GAO investigators to use fraudulent documents to transport
enough radiological material across the border to construct a dirty
bomb. I look forward to your testimony and an engaging hearing.

I would like to turn to my Ranking Member. I do know Chair-
man Collins has to be covering the floor on major legislation. But
I'll turn to, I think, Senator Levin.

1See Exhibits 3, 4, and 5 which appear in the Appendix on page 222, 301, and 359, respec-
tively.
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Senator LEVIN. Well, Madam Chairman, if you’re going to cover
the floor, please go ahead. Thank you, though. Thank you, Mr.
Chairman.

OPENING STATEMENT OF CHAIRMAN COLLINS

Chairman COLLINS. Thank you, Senator Levin, for your courtesy.
As you’re aware, the Lobby Reform Act is on the floor today. We're
in the midst of trying to work out the final negotiations to allow
us to finish that bill today. So I very much appreciate your cour-
tesy.

I want to commend both the Chairman and the Ranking Member
for their efforts to strengthen the security of our ports by securing
the global supply chain. If terrorists were to obtain nuclear mate-
rial and smuggle it into this country, the consequences would be
catastrophic: A tremendous loss of life and a crippling blow to our
economy.

As we learned after the attacks on our country on September 11
when all commercial aircraft was grounded for a time, it is un-
doubtedly true that an attack on one port would result in all ports
being closed for a period of time. That would quickly deliver a crip-
pling blow to our economy.

The Chairman’s work builds on the hearings that the full Com-
mittee has held on this challenge, beginning 3 years ago. And I
commend you for your in-depth investigation into this issue.

Many security experts, including the two experts that are before
us on the first panel, have warned that a weapon of mass destruc-
tion is most likely to be smuggled into our country via a marine
container. The number of containers entering this country con-
tinues to grow by more than 10 percent per year. In fact, Customs
and Border Protection’s latest estimate is that the number arriving
by ship exceeds 11 million. Just a couple of years ago when we
were discussing this issue, it was 9 million. Now it’s more than 11
million.

Given current technology and the sheer volume of traffic, we sim-
ply cannot physically search every container without bringing trade
to a standstill. The U.S. Government cannot follow every container
throughout its global journey, nor can the government track every
container and every piece of cargo along the roads, rails, and air-
ways that bring them to the ports.

What we need is a public/private partnership—that was the pur-
pose of the C—TPAT program—and also a partnership with other
countries, as we have with the Container Security Initiative (CSI).
But previous work done by this Committee and by this Sub-
committee have shown that those programs, while well-conceived,
have been flawed in their implementation. Indeed, through CSI,
only 17.5 percent of high risk cargo targeted for additional inspec-
tion actually receives it before being loaded onto ships and sent to
our shores.

We are making some progress in deploying radiation portal mon-
itors at our ports. I recently visited the Port of Seattle and saw the
trucks rolling through these monitors. I was impressed with the
speed. There are quite a few false positives, sometimes caused by
kitty litter and marble, but they certainly are a step in the right
direction.
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But as I watched the trucks with the containers rolling through
the nuclear detectors, I couldn’t help but think that it’s too late by
that point. If there is nuclear material or the makings of a dirty
bomb in one of these containers in Seattle, we have failed. We need
to install radiation detection equipment overseas, at the ports of or-
igin. That is just critical.

But we must be mindful that even if the equipment is func-
tioning properly and in the right place, if it’s not administered ef-
fectively, the program will not be a success. We see evidence of this
concern in the Government Accountability Office reports that the
Chairman has commissioned. These reports indicate that corrup-
tion and the use of false documents are a problem overseas—find-
ings that are very troubling. It tells me that we need to have more
of our own agents and inspectors stationed at foreign ports, and we
need to make this a priority.

Again, Mr. Chairman and Senator Levin, thank you for your
courtesy in allowing me to proceed. I will be watching the hearing
from afar as I continue the negotiations. Thank you.

[The prepared statement of Senator Collins follows:]

PREPARED STATEMENT OF SENATOR COLLINS

Thank you, Mr. Chairman. I commend you for your efforts to strengthen the secu-
rity of our ports by securing the global supply chain. If terrorists were to obtain nu-
clear or radiological material and smuggle it into this country, the consequences
could be catastrophic: a tremendous loss of life and a crippling blow to our economy.
Your important work builds on hearings the full Committee has held on this chal-
lenge beginning three years ago.

Many security experts, including notably Governor Kean and Dr. Flynn, who will
testify this morning, warn that a weapon of mass destruction is most likely to be
smuggled into our country via a marine container. The number of containers enter-
ing this country by sea continues to grow by more than 10 percent per year. In fact,
Customs and Border Protection reports that in fiscal year 2005, the number arriving
by vessel was more than eleven million.

Given current technology and the sheer volume of traffic, we cannot physically
search every container without bringing trade to a standstill. The United States
government cannot follow every container throughout its global journey, nor can it
track every container and every piece of cargo along the roads, rails, and airways
that bring them to ports. No one nation can secure the international supply chain.

For that reason, executive branch agencies engage in global initiatives to detect
and interdict the illegal transport of nuclear and radiological materials through pro-
grams such as the Department of Energy’s Second Line of Defense. The deployment
of radiation detection equipment overseas, at the borders of nations that are the
most likely source of illicit nuclear materials, is a proactive investment in our na-
tional security. It is in every nation’s best interest to stop smuggling efforts as close
to their source as possible.

The United States has set a policy of zero tolerance for the arrival of weapons
of mass destruction at our borders. That includes a plan to deploy radiation detec-
tion technology at all 380 sea, land, and air ports of entry. The intent is to scan
all containers and vehicles entering our country for radiation by 2009. I am inter-
ested to hear from our witnesses today about the appropriate mix of detection tech-
nologies deployed overseas versus at domestic ports of entry. Clearly, we should de-
tect and interdict these dangerous materials as far from the United States as pos-
sible. It may well be too late if a weapon of mass destruction were discovered at
one of our major seaports, such as Seattle or Los Angeles.

Just a few weeks ago, I visited both of those ports. The physical size of these fa-
cilities and the amount of activity that takes place are startling. So too is the prox-
imity of these ports to major population centers. The Port of Seattle is in the midst
of a large urban population, with two stadiums nearby and ferries carrying thou-
sands of passengers each day. The consequences of an attack at a port like Seattle
would be catastrophic.

In improving port security, we are always mindful of the need to avoid hampering
the flow of legitimate goods. While in Seattle, I watched a line of trucks pass
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through the portal monitors exiting a terminal. I was impressed with the speed at
which the trucks were able to move. While the current technology is not perfect,
CBP has proven that radiation monitors can be deployed without significantly im-
peding the flow of commerce. I also noted the small footprint required to install the
equipment, which seemed to fit naturally into the flow of the traffic. While terminal
operators use every inch of possible space to move more containers, they need only
travel to Seattle and other places where the equipment is installed to see that secu-
rity can be increased without sacrificing commercial flow or space.

While progress has been made in deploying a global network to detect and inter-
dict nuclear materials, we will hear today from the Government Accountability Of-
fice about continuing challenges. Clearly, in order to be effective, equipment de-
ployed must be properly used. Reports of corrupt personnel at certain foreign border
stations and ill-functioning equipment undermine the effectiveness of these pro-
grams.

In closing, I wish to voice my support of Secretary Chertoff’s decision to make nu-
clear detection and interdiction a priority through the creation of the Domestic Nu-
clear Detection Office last year. The GAQO’s preliminary findings indicate this office
has made positive contributions already. Its mission is too important to fail.

Senator COLEMAN. Madam Chairman, again, thank you for your
leadership on this issue. And, I know it’s going to make a dif-
ference. This Subcommittee is pleased to be doing its piece, its
small piece. But we really do applaud your overall leadership. So
I want to thank you for that.

Ranking Member Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Mr. Chairman, thank you particularly for the
great leadership that you're showing in an area which is of critical
importance to our Nation, and for your focus of this Subcommittee’s
attention on the smuggling of nuclear and radiological materials
across international borders.

The International Atomic Energy Agency has estimated that as
of the end of December 2004, there were approximately 660 known
attempts to smuggle nuclear or radiological materials across bor-
ders worldwide. Now, those efforts were the ones that have been
discovered, and logic dictates that many other attempts have been
made and may have succeeded. And just how many is unknown.

The damage which a small amount of nuclear material can do is
incredible. Plutonium metal the size of this water glass can destroy
a city. It can be easily carried, without danger to the carrier until
it is part of a nuclear explosion, so that a very easily carried hunk
of plutonium this size can destroy Washington, or any other city,
and can be easily transported without danger to the person who 1s
carrying it.

So the vulnerability of our country is clear. The Government Ac-
countability Office will testify today that on two occasions during
the last year, using personnel posing as importers, it managed to
transport radioactive sources across our Nation’s border. And the
ease with which the GAO was able to move these materials into
the United States should be an alarming wake-up call to all of us,
in particular to the Department of Homeland Security, but to all
Americans, about the extent of our vulnerability.

The Chairman and Senator Collins have described the dangers
and the threats to U.S. security by these materials, and I will not
repeat this. And I only regret that I'm going to have to leave in a
few minutes for a White House commitment or else I surely would
want to be here for the entire hearing, Mr. Chairman.
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But again, I just want to ask that my entire statement be made
part of the record.

Senator COLEMAN. Without objection.

Senator LEVIN. And thank you for your ongoing and your con-
tinuing leadership in this and so many other areas.

[The prepared statement of Senator Levin follows:]

PREPARED STATEMENT OF SENATOR LEVIN

I commend the Chairman for his leadership in focusing this Subcommittee’s atten-
tion on the smuggling of nuclear and radiological materials across international bor-
ders, which is a real and ongoing threat to the national security of the United
States. The International Atomic Energy Agency has estimated that as of the end
of December 2004, there have been approximately 662 known attempts to smuggle
nuclear or radiological materials across borders worldwide. These efforts are the
ones that have been discovered. Logic dictates that many other attempts have been
made and may have succeeded—just how many is unknown.

The vulnerability of the United States to this threat is clear. The Government Ac-
countability Office will testify today that, on two occasions during the last year,
using personnel posing as importers, it managed to transport radioactive sources
across our nation’s borders. GAO’s ease in moving these materials into the United
States should be an alarming wake-up call to the Department of Homeland Security
and to all Americans about the extent of our vulnerability.

Smuggling nuclear and radiological materials presents two distinct threats to U.S.
national security. The first and the most serious threat is that weapons grade nu-
clear material in quantities sufficient to build an improvised nuclear explosive de-
vice are smuggled undetected into U.S. territory. An improvised nuclear device con-
structed and detonated by individuals with technical knowledge could result in mas-
sive casualties and widespread physical and economic damage.

The second threat is smuggled radiological materials which are incorporated into
a dirty bomb which, when detonated, could cause widespread contamination. Imme-
diate casualties resulting from a dirty bomb would probably be those killed or in-
jured as a result of the explosion itself. A secondary consequence would be that the
radiological material would likely contaminate a large area and result in major eco-
nomic damage, disruption, and an expensive cleanup.

These serious consequences demand that serious effort be taken to prevent nu-
clear and radiological materials from falling into the hands of terrorists, criminals,
or other non-state actors.

Since the fall of the Soviet Union, the Departments of Energy, Defense and State
have worked to secure and consolidate nuclear and radiological materials in Russia
and the States of the former Soviet Union. More recently, the United States, Russia
and the International Atomic Energy Atomic Agency, have expanded their efforts to
address radiological and nuclear materials at risk around the world. Governor Kean
notes in his prepared testimony a concern about the slow rate at which these nu-
clear weapons and materials have been secured. The data suggests that it will take
anotheé” fourteen years before the material in just the former Soviet Union is fully
secured.

In 1998, after recognizing the possibility that materials could be stolen or illegally
diverted, even from secure sites, DOE, DOD and the DOS, working with Customs,
initiated the Second Line of Defense program to detect and interdict nuclear and
radiological materials at border crossings. These are the programs which will be dis-
cussed today.

More recently, the Department of Homeland Security has worked to improve U.S.
capabilities to detect and interdict nuclear and radiological materials at U.S. land
borders and seaports, and initiated new programs, such as the Container Security
Initiative (CSI), and the Customs Trade Partnership Against Terrorism (C-TPAT),
which will be the subject of Thursday’s hearing.

Today, we need to understand the nature of the threat, including who is working
to smuggle these materials into the United States and elsewhere, where is the ma-
terial coming from, where are the vulnerabilities and greatest risks, what is being
done, and what more can be done to stop the smuggling. One note of caution is that,
as we consider how to stop nuclear smuggling by inspections and other means, we
must also consider the needs of legitimate commerce to keep goods moving.

The GAO reports show that much more can and should be done to secure nuclear
materials where they are stored, and to prevent these materials from moving across
international borders illegally. The nuclear threat is one of the gravest facing this
country and the world. The Administration and Congress must provide more re-
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sources, more effective attention to the problem, and more international cooperation
with our friends and allies to stop the illegal trafficking of nuclear and radiological
materials worldwide.

Senator COLEMAN. Thank you, Senator Levin. I want you to
know I have a newfound appreciation for the concern about gar-
bage being transported into Michigan after reading the report and
listening to your concerns. And I am hopefully that of all the issues
we address, it’s one that wasn’t high on my radar screen until I
kind of looked at pictures of material coming in where you couldn’t
see anything.

And sometimes the most obvious stuff is the stuff we ignore until
it’s too late. So I just wanted you to know that you have awakened
the consciousness of this Chairman on an issue that I know has
been of great concern to you.

Senator LEVIN. I really appreciate that. Thank you, Mr. Chair-
man. We'll get into that on Thursday.

Senator COLEMAN. Senator Domenici.

OPENING STATEMENT OF SENATOR DOMENICI

Senator DOMENICI. Senator and Mr. Chairman, I came today and
probably would not be able to spend as much time as I would like.
But I thought I would share a few thoughts on this issue of supply
chain.

It might not be within the immediate recollection of even our dis-
tinguished Chairman that the supply chain of dangerous compo-
nents as part of a nuclear bomb’s potential really fell upon the
world when Russia and the United States decided that the Cold
War was over. There was a period of time when nobody knew how
badly Russia had turned loose the controls they had over material
that was dangerous. I mean, it was, Mr. Chairman, literally beyond
belief.

The way the Russians secured things was to have a secret city
in which all of these items of danger were cast about and used.
And the security was not like what we worry about. It was a ring
of soldiers. So in other words, a general was in charge of securing
it with the troops.

And, the troops at a point in time started disappearing. I think
you all remember that. You even alluded to it one time in a speech
that there were no more soldiers guarding these places. They just
decided to go home.

Well, literally, the supply chain was open. And it was open for
a long time. And frankly, the United States didn’t know what to
do about it, to be honest. We had a strange philosophical dilemma
up here. Maybe I would say neo-conservatives would say don’t pay
the Russians anything to clean up their mess; you're giving them
our money. You know that. You know who they were. Others said,
it is so risky, we’d better pay them. Even if it’s our money going
to them and they’re not necessarily our friends yet, we’d better do
something.

I give you this background because to get where we are, we have
gone through the passage of a law called Nunn-Lugar which we
just plunked down upon this issue as I just reviewed it for you.
And we said, we’ve got to do something about the issue.
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And believe it or not, although it worked, anybody that has read
its history will know that it had a devil of a time working. And if
you were reviewing it now, Mr. Chairman, you would find that it
had so many failures because of bureaucracy that it would frighten
you—who stopped it, who started it, who wouldn’t do it.

Then we had the issue of who pays for it. Well, you understand
much of your testimony is we need more money, as I read what you
have to say. Well, we had a problem of the Defense Department
wasn’t quite sure that as this grew, that it should come right out
of the defense budget to pay for cleaning up the stockpile of the So-
viet Union and to build security apparatus so you couldn’t steal
their stuff and circulate it around the world. Why should the mili-
tary pay?

We have now spent more than $10 billion, if you're interested,
on that, and we have invented a whole new system for them that
we have put in place through the Material Protection Control and
Accountability. It is literally an American-built system that says to
the Russian—that’s where most of this stuff is, you understand,;
that’s where it came from—it says, let’s build ways that we can at
least know where the equipment is. Take stock of it.

I had an incident—I was there once and they were showing me
that we now do have some cameras to take pictures that show you
who came in, who came out. And I looked up, and there was a neat
little camera there. And I saw the little purchase—little thing ad-
vertising it, and it said, “Made in Albuquerque, New Mexico.”
Which probably meant the Sandia Laboratory guys were doing a
good job building cameras and things.

In any way, that concluded with an astronomical effort on the
part of the United States, and I was very pleased to lead it, where
we decided to purchase, for $350 million 500 metric tons of highly
enriched uranium. Now, that’s highly enriched. And you’ve got to
down-blend to use it. It’s ready for bomb work.

We bought it. It is what is feeding our nuclear power plants in
the United States right now. We bought it. We get it from them
under a great agreement. They get paid. But the United States is
paying a lot of money into the Russian coffers to get that. But
guess what it did? It prevents the building of 20,000 warheads.
That’s what that did.

Now, that’s not your problem of stealing it across borders. That’s
a big macro global problem. But that’s pretty good work. We also
bought 38 tons of pure plutonium at the same time in that same
deal and said, if we can change its form so it can never be used
in a bomb again, we’ve done something to inhibit the supply chain
in a dramatic way.

So my advice, for what it’s worth, to those who observed this,
and you, Mr. Chairman, as you work on this, is to make sure you
try to understand how difficult it is for those who youre calling
upon to be participants to find their role within their departments.
Because they have to find the money, too. And they have to justify
it.

It’s still there as to who wants to voluntarily come up with the
money and who’s saying, why should I come up with it. And I think
we're coming full circle again, and I'm not there yet but I'm saying
close, as to how much of our money should we be giving them to
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do their cleanup and to do their security work when they’re doing
pretty well now with lots of oil and gas money.

That’s going to come into battle, and it probably is being felt
there in the State Department and probably impacting on some of
the things you think might be happening. Thank you very much.

Senator COLEMAN. Thank you, Senator Domenici.

Senator AKAKA. Oh, I'm sorry. I didn’t see Senator Lautenberg.

OPENING STATEMENT OF SENATOR LAUTENBERG

Senator LAUTENBERG. As all of us are called upon for so many
other things, this is great importance and we’ve got to be able to
devote some time for it. But we are being—I want our expert wit-
nesses to know that the distinguished Chairs do not suggest a lack
of interest. But Mr. Chairman, I thank you for calling this hearing
and having this focus on what’s described as the greatest threat to
our national security in the nuclear materials that could be used
for weapons of incredible destructive destruction.

As the report issued by the 9/11 Commission—we’ve just turned
on the clock, Mr. Chairman; that’s a note of interest, if you don’t
mind. Thank you—I'm the first among equals here—that Governor
Kean, a dear friend and colleague in government for so many years
and who has made such a great contribution to our country by his
leadership on the 9/11 Commission as well as so many other things
that go on in our State and our country, the report card that was
issued by the 9/11 Commission last year gave the Bush Adminis-
tration a grade of “D” for its efforts to secure nuclear materials
around the world.

The Commission’s report said, “Countering the greatest threat to
American security is still not the top national security priority of
the President and the Congress.” And I recall, Mr. Chairman, when
we were talking about budget for DHS and I made reference to
Governor Kean’s suggestion or recommendation that money for se-
curity grants be distributed based on risk, well, we had a vote on
this Committee and the issue lost 15 to 1. Guess who the one was.

So the question is: How seriously are we going to take these
threats? How much political interest is entered into the equation?
I think a lot. But these nuclear terror threats are still out there,
and nuclear materials could be smuggled into our countries
through one of our greatest vulnerabilities, our ports.

And if you look at the port of New York and New Jersey and see
the activity there, you just know that there’s a momentum created
by the transfer of materials that could obscure or hide lots of
things that we wouldn’t like to see in our area. Some 9 million
cargo containers enter our ports every year, and almost 3 million
in the port of New York and New Jersey alone. But we still inspect
only 5 percent of these containers. Five percent. Unacceptable,
given the threats that we face.

And I share the belief that we need to inspect or scan all con-
tainers that enter our country. And no longer is it a thought that
it can’t be done. It can be done. We've seen it in places like Hong
Kong, and we see it in other areas where attempts to create scan-
ning machinery are bearing fruit.

And I strongly support the amendment that my colleague, Sen-
ator Menendez, offered to the budget resolution to require 100 per-
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cent screening. The alternative is to continue to rely on intel-
ligence, the same intelligence that President Bush relied on in de-
termining whether Iraq had weapons of mass destruction. And we
now know that we can’t afford to be wrong again.

One nuclear device smuggled into Port Newark in New Jersey
could threaten the lives of 12 million Americans. Threats from
other weapons of war, like chemical, biological, could similarly cre-
ate havoc in unimaginable proportion. But we know that this item
under discussion can certainly do that.

Since 1991, the United States has invested approximately a bil-
lion dollars a year to monitor reactors in the former Soviet bloc
from illegal transfer of nuclear materials. Today those reactors are
considered relatively secure, but it’s believed that almost 50 reac-
tors in other countries still lack adequate security. And most of
them are in China, Ghana, Pakistan, and Uzbekistan, according to
a list compiled by the International Atomic Energy Agency. There
are also research reactors in countries hostile to America, including
Iran and North Korea.

Mr. Chairman, our Nation can do better than a grade of D. We
know that we can do better than inspecting 5 percent of cargo
containers. The Administration needs to heed the warnings of the
9/11 Commission and make this a top national security priority
with the funding and the mandate that accompanies that. Thank
you very much.

[The prepared statement of Senator Lautenberg follows:]

PREPARED STATEMENT OF SENATOR LAUTENBERG

Mr. Chairman, thank you for calling this hearing and giving us an opportunity
to learn more about the greatest threat to our national security—nuclear materials
that could be used to build weapons of mass destruction.

The report card issued by the 9/11 Commission last year gave the Bush Adminis-
tration a grade of “D” for its efforts to secure nuclear materials around the world.

The Commission’s report said, “Countering the greatest threat to America’s secu-
rity is still not the top national security priority of the President and the Congress.”

Nuclear terror threats are still out there—and they could be smuggled into our
country through one of our greatest vulnerabilities: Our ports.

Some nine million cargo containers enter our ports every year—almost three mil-
lion in the Port of New York and New Jersey alone.

But we still inspect only five percent of these containers. Five percent. That is
unacceptable given the threats we face.

I believe we need to inspect or scan all containers that enter our country. The
alternative is to continue to rely on intelligence—the same intelligence that Presi-
dent Bush relied on in determining whether Iraq had weapons of mass destruction.

We can’t afford to be wrong again. One nuclear device smuggled into Port Newark
in New Jersey could threaten the lives of 12 million Americans.

Since 1991, the U.S. has invested approximately one billion dollars a year to pro-
tect reactors in the former Soviet bloc from illegal transfer of nuclear materials.

Today, those reactors are considered relatively secure. But it is believed that al-
most 50 reactors in other countries still lack adequate security.

Most of them are in China, Ghana, Jamaica, Pakistan and Uzbekistan, according
to a list compiled by the International Atomic Energy Agency.

There are also “research” reactors in countries hostile toward the United States,
including Iran and North Korea.

Mr. Chairman, our nation can do better than a grade of “D.” We can do better
than inspecting five percent of cargo containers.

The Bush Administration needs to heed the warning of the 9/11 Commission, and
make this a top national security priority.

Thank you, Mr. Chairman.

Senator COLEMAN. Thank you, Senator Lautenberg. Senator
Akaka.
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OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. Thank you very much, Mr. Chairman. I want to
commend you for holding this hearing, which is very important to
me and to all of us. I want to tell you it’s a pleasure in welcoming
our distinguished and qualified witnesses this morning.

Mr. Chairman, I have a longer statement, and I'll ask that it be
entered into the record.

Senator COLEMAN. Without objection.

Senator AKAKA. I'm pleased that we are addressing the critically
important issue of nuclear and radiological security. Over the past
few years, I've requested several GAO reports that have identified
insufficient efforts by the Federal Government to secure and dis-
pose of radioactive sources, both domestic and internationally.

Going back to early 2003, GAO reported to me problems with the
Nuclear Regulatory Commission’s documentation and licensing,
which according to GAO’s testimony remain a problem to this day.
This is shocking. And I will be discussing with the NRC why this
is so and why haven’t they implemented the corrective regulations
they pledged to do at that time. I also successfully added a provi-
sion to the Energy Policy Act of 2005 designed to help secure radio-
logical sealed sources in the United States.

I have some continuing concerns. I'm particularly concerned
about the nuclear and radiological security at our Nation’s ports
because commercial harbors play a critical role in the economy of
my home State of Hawaii. My State receives 98 percent of the
goods it imports via sea. Hawaii has been successfully using radi-
ation portal monitors at its seaports and airports to screen inter-
national cargo and mail.

However, identifying radioactive sources at our borders and ports
of entry must be our last line of defense in a layered approach that
begins overseas. To be secure, we must identify, interdict, and se-
cure radioactive sources and nuclear materials at their point of ori-
gin before they ever reach our shores.

However, as I looked over the findings GAO will present today,
I am troubled about the lack of accountability for programs and
duplication of effort. The Federal Government has spent more than
$178 million to provide 36 countries with radiation detection tech-
nologies that are not being used as efficiently nor as effectively as
they should. Congress needs specific performance measures, cost
estimates, and timelines for international nuclear detection pro-
grams.

I'm also concerned about the possibility of duplicative programs
in the newly established domestic nuclear detection office and the
National Nuclear Security Administration in the area of radiation
detection technologies. The new DNDO runs the risk of becoming
another layer of bureaucracy on a crowded organizational chart,
duplicating technologies being developed elsewhere in the Federal
Government, and siphoning off scarce science and technology funds
from other programs.

Mr. Chairman, I look forward to hearing the testimony of our
witnesses. Thank you very much.

[The prepared statement of Senator Akaka follows:]
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PREPARED STATEMENT OF SENATOR AKAKA

Thank you, Mr. Chairman. It is a pleasure to see so many distinguished and
qualified witnesses appearing before the Subcommittee today.

I am pleased that we are addressing the critically important issue of nuclear and
radiological security. Over the past few years, I have requested several Government
Accountability Office (GAO) reports that have identified insufficient efforts by the
federal government to secure and dispose of radioactive sources both domestic and
internationally.

In early 2003, the GAO reported to me problems with the Nuclear Regulatory
Commission’s (NRC) documentation and licensing, which according to GAO’s testi-
mony, remain a problem to this day. This is shocking, and I will be discussing with
:cihe NRC why corrective regulations have not been implemented, as they pledged to

0.

I also successfully added a provision to the Energy Policy Act of 2005 designed
to help secure radiological sealed sources in the United States.

However, today we are here to discuss the potential of radiological material cross-
ing our borders. And, according to the testimony GAO will present today, as a na-
tﬁ)n the federal government isn’t doing enough to protect our citizens against this
threat.

A nuclear or even a “dirty bomb” attack on American soil would cause unimagi-
nable destruction to our society. I am particularly concerned about the nuclear and
radiological security at our nation’s ports because commercial harbors play a critical
role in the economy of my home state of Hawaii. My state receives 98 percent of
the goods it imports via sea. Hawaii has successfully been using radiation portal
monitors at seaports and airports to screen international cargo and mail. However,
I am troubled that the Department of Homeland Security’s plan to deploy additional
detection technologies has been delayed, and now faces a projected $342 million
overrun.

Detection technologies used at US ports are the last layer of defense. The simple
fact is that if a nuclear device is already in the US, it’s too late. Furthermore, many
of these detectors can be defeated by effective shielding techniques. The difficulty
associated with detecting nuclear or radiological materials and responding to these
threats when they are already present in the United States underscores the impor-
tance of preventing these dangerous materials from being smuggled into the United
States in the first place.

Identifying radioactive sources at our borders and ports of entry must be our last
line of defense in a layered approach that begins overseas. To be secure, we must
identify, interdict, and secure radioactive sources and nuclear materials at their
point of origin before they ever reach our shores. However, as I read over the find-
ings GAO will present today, I am troubled about our lack of capability in this area.

My first concern is one of accountability. Our nation has spent more than $178
million to deploy radiation technologies overseas at strategic locations. The Depart-
ments of Defense, State, and Energy have programs with foreign governments in
36 countries to provide detection technologies at screening locations in order to re-
duce nuclear smuggling efforts. While there have been some successes, detection
technologies are not being used as efficiently nor as effectively as they should, ac-
cording to GAO. The additional threat of corrupt border officials in some foreign
countries further undermines our security. The GAO also found that federal agen-
cies have fallen short in their ability to coordinate with one another. As GAO notes,
we need specific performance measures, cost estimates, and timelines for our inter-
national nuclear detection programs.

I am also concerned about the possibility of duplicative programs in the newly es-
tablished Domestic Nuclear Detection Office (DNDO) and the National Nuclear Se-
curity Administration in the area of radiation detection technologies. These tech-
nologies must be both effective at detecting nuclear or radiological materials and
they must operate efficiently enough to expedite and not impede the flow of com-
merce. The new DNDO runs the risk of becoming another layer of bureaucracy on
a crowded organizational chart, duplicating technologies being developed elsewhere
in the federal government, and siphoning off scarce science and technology funds
from other programs.

Lastly, we need a comprehensive understanding of the threat at the federal, state,
and local levels. Intelligence, analysis, and information sharing play a critical role
in combating nuclear and radiological smuggling efforts. Our intelligence community
must be capable of sharing information rapidly with first responders at the state
and local levels.

I look forward to hearing the testimony of our distinguished witnesses. Thank
you, Mr. Chairman.
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Senator COLEMAN. Thank you, Senator Akaka. And again, thank
you for your leadership on this whole issue of nuclear and radio-
logical security. I know how important it is to your State.

I'd now like to welcome our first witnesses to this morning’s im-
portant hearing: The Hon. Thomas Kean, former Governor of New
Jersey, and Chairman of the 9/11 Commission. Governor Kean, it’s
truly an honor to have you with us this morning. I'd also like to
welcome back to the Subcommittee retired Coast Guard Com-
mander Stephen E. Flynn, a Jeane J. Kirkpatrick Senior Fellow for
National Security Studies at the Council on Foreign Relations in
New York City. Commander Flynn testified before the Sub-
committee last May at our hearing on Container Security Initia-
tive, or CSI, and the Customs-Trade Partnership Against Ter-
rorism, or C-TPAT.

I appreciate your attendance at today’s hearing and look forward
to your testimony and perspective on perhaps the most important
threat confronting the United States, and that’s nuclear terrorism.

As I stated earlier, today’s hearing will kick off 2 days of hear-
ings on Neutralizing the Nuclear and Radiological Threat: Securing
the Global Supply Chain. Today we’ll assess U.S. efforts to detect
and interdict radiological and nuclear material domestically and
abroad. Governor Kean has championed the importance of this
issue from his perch at the 9/11 Commission and at the Public Dis-
course Project. Commander Flynn is one of this Nation’s pre-
eminent supply chain and homeland security experts.

I look forward to hearing both of your thoughts on this critical
issue. As you're well aware, pursuant to this Rule 6, all witnesses
before this Subcommittee are required to be sworn. I ask you to
stand and raise your right hand.

Do you swear the testimony you are about to give before this
Subcommittee is the truth, the whole truth, and nothing but the
truth, so help you, God?

Governor KEAN. I do.

Commander FLYNN. I do.

Senator COLEMAN. Thank you. Governor Kean, we’ll have you go
first, followed by Commander Flynn. And after we’ve heard your
testimony, we’ll turn to questions. Governor Kean, please proceed.

TESTIMONY OF THE HON. THOMAS KEAN,! FORMER GOV-
ERNOR OF NEW JERSEY AND CHAIRMAN OF THE 9/11 COM-
MISSION

Governor KEAN. Mr. Chairman, distinguished Members of the
Permanent Subcommittee on Investigations, it’s an honor to appear
before you today with Commander Flynn, who’s done so much in
this area to make the country safer. And this Subcommittee, under
both its past and current leadership, has made a profound con-
tribution to the security of the United States.

Your investigative and oversight work on the question of the
safety, secure storage, and interdiction of nuclear materials con-
tinues to be a vital part of the Nation’s nonproliferation efforts.
And I would commend you, sir, for your leadership and the leader-
ship of this Subcommittee.

1The prepared statement of Governor Kean appears in the Appendix on page 110.
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We made 41 recommendations from the 9/11 Commission. We
think every one of those recommendations is important. But we
worked very hard, and I think all 10 of us believe this: The most
important of all our recommendations is to prevent terrorists from
getting access to nuclear weapons because these are the weapons
Osama bin Laden promised to get and promised to use.

And we know that he and the leadership of al-Qaida have been
working over the years to acquire them, for more than a decade.
And we document this in our report. Testifying in a Federal court-
room in early 2001, an al-Qaida member explained his mission: It’s
easier to kill more people with uranium.

Now, we know al-Qaida’s intent. We know they’re patient, and
we know that bin Laden and al-Qaida plan very carefully. We're
not saying, nor do we believe, that a nuclear event is the most like-
ly. Attacks of the kind we probably saw in Madrid or London mark
the most likely pattern. But a nuclear event is possible, and it
would have profound and incalculable consequences.

It would put millions of lives at risk. It would devastate our
economy and change, we believe, our way of life. It must be ele-
vated, therefore, above all problems of national security because it
represents, simply put, the greatest threat to the American people.
The Commission’s report could not be more clear: Preventing the
proliferation of these weapons warrants a maximum effort.

Now, how are we doing in this area? What progress are we mak-
ing? Are we keeping weapons out of the hands of terrorists? The
Commission believed, and I know Senator Nunn believes as well,
that it is most important, if we can, to secure these materials at
their source. The Cooperative Threat Reduction Program, better
known as the Nunn-Lugar program, is carrying out very important
and useful actions to secure nuclear materials at their source, and
in some cases to take these materials and transport them to a se-
cure location. People in government, especially at the Defense,
State, and Energy Departments, are working hard to implement
these programs, and I commend them for this important work.

So there are on this policy some positive signs. President Bush
and President Putin made an agreement in Bratislava last year,
and that gave the bureaucracy a push. American inspectors now
have additional access to weapons storage sites in Russia. Liability
issues, which had delayed efforts to eliminate plutonium from dis-
mantled weapons, seem, as I speak to be getting resolved.

More of the vulnerable nuclear facilities in Russia are receiving
security upgrades. The current Defense Authorization Act includes
amendments by Senator Lugar that cut bureaucratic red tape and
hopefully will speed up the work of Nunn-Lugar. These are good
steps, but they are simply not enough.

What is most striking is that the size of the problem still totally
dwarfs the policy response of our government. The Nunn-Lugar
program to secure nuclear materials in the former Soviet Union is
now 14 years old, and about half of the nuclear materials in Russia
still have no security upgrades whatsoever. At the current rate of
effort, it’s going to take another 14 years to complete the job. And
is there anybody anywhere who thinks in this country we have 14
years?
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This is unacceptable. Bin Laden and the terrorists will not wait.
And the challenge is bigger, as you know, than the ex-Soviet
Union. Some 40 countries have the essential materials now for nu-
clear weapons. Well over 100 research reactors around the world
have enough highly enriched uranium present to make a nuclear
device. Too many of these facilities lack any kind of adequate pro-
tection. Now, the terrorists are smart, and they plan, and they’ll
go where the security is weakest.

Our own agencies need to make protecting the Nation from a
possible WMD attack an absolute priority. And we are disappointed
to hear, for instance, that the FBI is not further along on pre-
venting weapons of mass destruction. In short, we do not yet have
a maximum effort against what everybody agrees is the most seri-
ous threat to the American people.

Now, when is an issue a priority? I think everybody knows when
it’s a priority. It’s a priority when our leaders are talking about it.
Now, why isn’t the President talking more often about securing nu-
clear materials? Why, apart from the superb efforts of this Sub-
committee, why isn’t the Congress focused? Why aren’t there more
hearings? Why isn’t there greater member interest? And what
about the media? Why aren’t the airwaves filled with commentary
if everyone agrees that the crossroads of terrorism and nuclear
weapons is simply the most serious threat that we are facing in
this country?

What we recommend: The President should develop a com-
prehensive plan to dramatically accelerate the timetable for secur-
ing all nuclear weapons-usable material around the world and in
securing our ports. He should request the necessary resources that
he needs to complete this task. He should publicly make this goal
his top national security priority, and ride herd on the bureaucracy
so that we can maintain in this country the sense of urgency that
we need on this issue.

The Congress should provide the resources needed to secure vul-
nerable materials and our ports at the fastest possible rate. The
Congress hopefully will work with the President to secure as much
public support as possible for this effort. In this area, the President
and the Congress simply need to work together, and to do so on
a bipartisan basis because there is simply, in my view, no higher
priority on the national security agenda.

Thank you, Mr. Chairman.

Senator COLEMAN. Thank you, Governor. Commander Flynn.

TESTIMONY OF STEPHEN E. FLYNN, PH.D., COMMANDER
(USCG, RETIRED),! JEANE J. KIRKPATRICK SENIOR FELLOW
FOR NATIONAL SECURITY STUDIES, COUNCIL ON FOREIGN
RELATIONS, NEW YORK, NEW YORK

Commander FLYNN. Thank you very much, Mr. Chairman. It’s
an honor to be back here before you today. And I want to thank
you, I want to echo what has been said here before, and commend
you for your leadership, and that of Chairman Collins, on these
critical issues.

1The prepared statement of Commander Flynn appears in the Appendix on page 115.
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And I'm also very pleased that Senator Akaka and Senator Lau-
tenberg are here. I know they’ve been such strong voices on the
issues of port security and container security that have been an
issue that’s consumed a lot of my attention, particularly since Sep-
tember 11, but before then when it was unfashionable.

I am especially pleased to be alongside Governor Tom Kean, who
of course has provided this Nation such an extraordinary service
with the leadership you provided at the 9/11 Commission. I was
sort of astonished to the extent at which many Americans didn’t
want to look closely at that event of that day. I think that’s been
part of the trauma of it. But I think so many Americans I certainly
hear around the Nation are so grateful for the work that you've
done, sir. And it’s an honor to be with you today.

Particularly, Mr. Chairman, thank you for your outstanding lead-
ership in raising the profile and advancing practical approaches to
this complex challenge. You've been hard at work on this issue, I
know, long before the Dubai Ports World controversy made this
issue of port and container security the hot button issue here in
Washington.

I also want to commend the work of Ray Shepherd and Brian
White of your staff for their tireless oversight of activities of the
U.S. Government on these issues. I would count Mr. Shepherd and
Mr. White, along with Kathleen Kraninger and Jason Yanussi, who
are on the staff of the Senate Homeland Security and Govern-
mental Affairs Committee, as four of the most knowledgeable indi-
viduals on supply chain container security in Washington.

One of the extraordinary things about this issue is it’s very dif-
ficult to see the forest for the trees. And the tendency is for people
to just take pieces of it, whether it’s under Committee jurisdictions
or whether it’s in the bureaucracy. And there’s only a handful of
folks, like this Subcommittee, who have been trying to rise above
it and see its totality.

As I will outline in my testimony today, the Government Ac-
countability Office is largely on the mark in highlighting a number
of serious shortcomings in the design and the execution of the radi-
ation detection programs being pursued by both the Department of
Energy and the Department of Homeland Security. But before get-
ting into the particulars about what are the limits of these pro-
grams and outlining some recommendations for next steps, I think
it important to review the nature of the terrorist threat as it re-
lates to this issue.

Let me share with you at the outset the terrorist scenario that
most keeps me awake at night that I recently shared before the
House Armed Services Committee. This scenario has been informed
by the insights provided to me by Gary Gilbert, the Chairman of
the Corporate Security Council and Senior Vice President,
Hutchison Port Holdings, who will be testifying before your hearing
on Thursday, March 30.

The scenario goes this way. Imagine that a container of athletic
footwear for a name brand company is loaded at a manufacturing
plant in Surabaya, Indonesia. The container doors are shut with a
mechanical seal that is put into the door’s pad-eyes. These designer
sneakers are destined for retail stores in malls across America.
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The container and seal numbers are recorded at the factory. A
local truck driver, though, turns out to be sympathetic to al-Qaida,
and he’s the guy who’s going to pick up the container. On the way
to the port, he gets lost, turns into an alleyway, and backs the
truck up at a nondescript warehouse, where a small team of
operatives pry loose one of the door hinges to open the container
so they can gain access to the shipment. This is a common tech-
nique in cargo theft.

Some of the sneakers are removed, and in their place the
operatives load a dirty bomb wrapped in lead shielding, and then
refasten the door. The driver then takes the container, now loaded
with the dirty bomb, to the port of Surabaya, where it is loaded on
la{ coastal feeder carrying about 300 containers for the voyage to Ja-

arta.

In Jakarta, the container is then transferred to an inter-Asia
ship, which typically carry 1,200 to 1,500 containers to the port of
Singapore or the port of Hong Kong. In this case, the ship goes to
Hong Kong, where it is loaded on a super-container ship that car-
ries typically 5,000 to 8,000 containers for a trans-Pacific voyage.

The container then is offloaded in Vancouver, British Columbia.
Because it originates from a trusted name brand company that has
joined the Customs-Trade Partnership Against Terror, the ship-
ment is never identified for inspection by the Container Security
Initiative team of U.S. Customs inspectors located in Vancouver.

Consequently, the container is loaded directly from the ship to a
Canadian Pacific rail car, where it is shipped to a rail yard in Chi-
cago, crossing the border somewhere, I think, in your home State,
Mr. Coleman. Because the dirty bomb is shielded in lead, the radi-
ation portals currently deployed along the U.S.-Canadian border do
not detect it. When the container reaches a distribution center in
the Chicago area, a triggering device attached to the door sets the
bomb off.

There would be four immediate consequences associated with
this attack. First, there would be the local deaths and injuries asso-
ciated with the blast of the conventional explosives. Second, there
would be the environmental damage done by the spread of indus-
trial-grade radioactive materials.

Third, there would be no way to determine where the com-
promise to security took place, so the entire supply chain and all
the transportation nodes and providers must be presumed to
present a risk of a potential follow-on attack. Fourth, and perhaps
most importantly, all the current container and port security initia-
tives would be compromised by the incident.

Now, in this scenario, the container originated from one of the
5,800 companies that now belong to the Customs-Trade Partner-
ship Against Terrorism. It would have transited through multiple
ports—Surabaya, Jakarta, Hong Kong, and Vancouver—that have
been certified by their host Nation as compliant with the post-9/11
International Ship and Port Facility Security Code that came into
effect on July 1, 2004.

Because it came from a trusted shipper, it would not have been
identified for special screening by the Container Security Initiative
team of inspectors at Hong Kong or Vancouver. Nor would it have
been identified by the radiation portal.
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As a consequence, governors, mayors, and the American people
would have no faith in the entire risk management regime erected
by the Bush Administration since September 11. There will be
overwhelming political pressure to move from a 5 percent physical
inspection rate to a 100 percent inspection rate, effectively shutting
down the flow of commerce at and within our borders.

Within 2 weeks, the reverberations would be global. As John
Meredith, the group managing director of Hutchison Port Holdings,
warned in a January 20, 2004 letter to Robert Bonner, then the
Commission of Customs and Border Protection, “I think the eco-
nomic consequences could well spawn a global recession—or
worse.”

In short, the stakes are enormous. But there are four factors as-
sociated with the scenario that I just laid out that usefully informs
the focus of this hearing. First, the threat is not so much tied to
seaports and U.S. borders as it is to global supply chains that now
largely operate on an honor system because the standards are so
nominal.

Second, no transportation provider, port operator, or border in-
spector really knows what’s in the containers that pass through
their facilities, and the radiation portal technology currently being
deployed at U.S. borders as a part of the Second Line of Defense
and Megaports programs can be evaded by placing light shielding
around a weapon.

Third, private companies must be part of the solution since they
have huge investments at stake. And fourth, the scenario I just
laid out involving Vancouver as the offload port in North America
highlights that the challenge of securing global supply chains can
involve both port security and border security measures simulta-
neously.

Mr. Chairman, I believe that we are living on borrowed time
when it comes to facing some variation of the scenario I just laid
out. This is because both the opportunities for terrorists to target
legitimate global supply chains remain plentiful, and the motiva-
tion for doing so is only growing as jihadists gravitate towards eco-
nomic disruption as a major tactic in the war with the United
States and the West. I'd like to elaborate on this latter point.

The primary conclusion that I reached in researching my book,
America the Vulnerable, is that Americans and the West must as-
sume our most critical infrastructures that underpin our economy
will become the target of choice for terrorist groups like al-Qaida.
This perspective runs a bit contrary to the longstanding view of
terrorism that has held that terrorists are mainly interested in
symbolic and spectacular acts of violence that kill lots of people.

But this trend towards economic targeting has been growing in
Iraq, for instance. Beginning in June 2003, Iraq’s energy sector be-
came a primary target for insurgents. By mid-July 2005, nearly
250 attacks on oil and gas pipelines has cost Iraq more than $10
billion in lost revenues. Successful attacks on the electric grid have
kept average daily output at 5 to 10 percent below the pre-war
level despite the 51.2 billion that United States has spent to im-
prove Iraqi electrical production.

Now, the key here is that we have insurgents who are increas-
ingly learning how to target critical infrastructure, many of them
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foreign insurgents who are going to take their skill-set back home.
And disruption is a big part of their efforts.

Against this strategic backdrop, I believe there remains too little
appreciation within the U.S. Government that global supply chains
and the intermodal transportation systems that support them re-
main a vulnerable critical infrastructure to mass disruption. In-
stead, U.S. law enforcement agencies and the national security
community have been looking at supply chains as one of but a
menu of smuggling venues.

Some agencies like my own former agency, the Coast Guard, and
the Office of Naval Intelligence have argued that a weapon of mass
destruction is more likely to be smuggled into the United States on
a fishing vessel, an ocean-going yacht, or a bulk cargo vessel rather
than in a container.

Now, this is probably an accurate assumption in the case of a nu-
clear weapon. A nuclear weapon would be of such high value asset
to a terrorist organization that they would be unlikely to surrender
custody to unwitting third parties to transport it.

But the opposite reason applies to a dirty bomb, which is more
commonly referred to by national security experts as a weapon of
mass disruption because its lethality is fairly limited, a factor pri-
marily of the conventional explosives with which it’s made.

The radioactive material contained in the bomb would create
costly environmental damage and potentially some long-term
health risk for those that were exposed, but not immediate deaths.
The fact that a dirty bomb is suited for disruption makes it an
ideal weapon to set off within the intermodal transportation system
precisely because it would generate the kinds of consequences that
my scenario portends.

I'm afraid, for the foreseeable future, the material to make a
dirty bomb will likely be available throughout the international
community despite even stepped-up counter-proliferation. This is
because radioactive materials that can be used in the construction
of weapons are becoming more widely available as sophisticated
medical and engineering equipment are purchased and used
throughout the international community.

It is against this threat backdrop that we should evaluate the ef-
fectiveness of the U.S. Government programs which aim to confront
this threat.

I review in my written testimony the various initiatives that
have been undertaken since September 11 by the Coast Guard,
CPB, DOE, DOS, and DOD. Overall, these programs have been
largely well-conceived by the parent agency or the department that
sponsors them. But I do not believe it’s appropriate to conclude
that all this activity should be confused with real capability.

For one thing, the approach has been a piecemeal one, with each
agency pursuing its signature program or programs without much
regard for the other initiatives. There are also vast disparities in
the resources that the agencies have been allocated.

But most problematic are some of the questionable assumptions
about the nature of the terrorist threat that underpin these pro-
grams and the poor state of intelligence that underpins the risk
management approach that CBP and the Coast Guard are relying
upon to decipher high risk and the low risk. Using Secretary
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Chertoff’s language, they are relying almost entirely on what they
know about known risk, with virtually no capability to deal with
the unknown risk.

Further, in an effort to secure funding and public support, agen-
cy heads and the White House have often over-sold the contribu-
tions that these new initiatives are making towards addressing a
very complicated and high stake challenge. Against a backdrop of
these inflated and unrealistic expectations, the public will be highly
skeptical of official assurances in the aftermath of a terrorist attack
involving the intermodal transportation system.

Absent change, in the scramble for fresh alternatives to reassure
an anxious and angry citizenry, the White House and Congress are
likely to succumb to the political pressure to impose draconian in-
spection protocols that will dramatically raise costs and disrupt the
cross-border trade flows.

We can certainly do better than all of this. And I lay out in my
testimony a framework that I have testified about before, which I’ll
just briefly summarize here. It involves several layers.

The first and most important is that at the factories, we move
from a C-TPAT, which relies primarily on customs agents to do the
job of trying to verify compliance, to one that would use inde-
pendent third parties overseen by not just customs, our customs
agents, but perhaps by an international team of oversight.

Second, continue to explore the ability to track movements of
containers and monitor their integrity as they move throughout the
supply chain.

Third, and most importantly, I recommended to you an initiative
that I know you looked at and saw, Mr. Chairman, in Hong Kong
as I think a true model of where we might be able to go, which is
that within private facilities overseas, begin the effort of scanning
every container for not just radiation, because of their ability to de-
feat it in the ways that I just laid out, but also for its contents to
find big dense objects that don’t belong there, and to record what
moves through the system so we can both better deter, ideally be
able to identify and intercept without false alarms, and ultimately,
in the worst case, be able to resolve issues of where something hap-
pened so the whole system won'’t fail.

And finally, we need to do a much better job in coordinating all
this activity and giving it the scale of urgency that Governor Kean
has laid out so eloquently here today.

In conclusion, at the end of the day, confronting the nuclear
smuggling threat requires that we take the post-September 11 se-
curity framework the U.S. Government has been developing, large-
ly on the fly over the past 4 years, and quickly move it to the next
generation that builds on the original framework. We have a
version 1.0. We need a version 2.0.

The three key ingredients in getting from where we are to where
we must be is first to recognize that it’s a global network that we'’re
trying to secure. Second, that much of the network is owned and
operated by private entities, many who have foreign ownership, so
the U.S. Government must be willing and able to work with those
companies as well as their host governments to advance appro-
priate safeguards.



22

And finally, both Congress and the White House should embrace
a framework of “trust but verify,” in President Ronald Reagan’s
phrase, based on real global standards and meaningful inter-
national oversight.

Thank you, Mr. Chairman, and I look forward to responding to
your questions.

Senator COLEMAN. Thank you very much, Commander, and my
thanks to the Governor.

But just quickly, your last four points, when you summarize C—
TPAT, you said trust but verify. It’s a voluntary system today, but
you're recommending including a verification piece in there, which
we don’t presently have. Is that a fair statement?

Commander FLYNN. That’s exactly right, sir.

Senator COLEMAN. In terms of monitoring for integrity, in the
scenario that you laid out, if in fact there was within that container
from the time it’s sealed a device, an RFS device, or a monitor that
would let us know if that container was opened, that might prevent
the disruptive scenario that you laid out. Is that a fair statement?

Commander FLYNN. That is correct. And I think, the dream is
that we’d actually have something built into the container. Because
the release of radioactive material would happen over time, and
that would be ideal, a sensor for that. But certainly something that
helps to detect an intrusion would be quite helpful.

Een?ator COLEMAN. And that technology is readily available
today?

Commander FLYNN. It is. The challenge, of course, ultimately
managing this technology in a system of millions of containers
would require political leadership and a real commitment on the
U.S. Government’s part. But it’s technically feasible and economi-
cally viable.

Senator COLEMAN. One of the things that I have found fas-
cinating, Commander, is in working with the private sector in my
State in the past. Companies such as Target Corporation and Best
Buy, I didn’t want to incur any extra cost in the cost of a container.

But today, when I talk to the private sector, they’re looking for
more uniform standards like this. They understand the risk of the
system being shut down. And I think they’d be more inclined to
incur costs for security. However, we need leadership in this coun-
try to ensure that you have these kind of systems across the board.
Does that corresponded with your conversations

Commander FLYNN. Absolutely. What I hear from a number of
chief security officers of some of the biggest companies is they look
around and they see because there is no verification process in C—
TPAT, they see a lot of free riders. So they’re making a case for
standards and enforcement and making a real commitment of re-
sources. But as Governor Kean was saying about the terrorists
gravitating to the weakest point, they can’t secure the supply chain
on their dime when others are basically allowed to essentially come
in on the fly.

So it’s an issue of raising the bar so there is a level playing field
for all of them, and therefore we don’t put the whole system at
risk. Because we don’t like to discriminate by companies and say,
oh, Target, you're great; everybody else is bad. When the attack
happens, we’re going to bring it all down.
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The other issue is, frankly, C-TPAT, in a curious way, puts all
the liability on the private sector. When basically customs inspec-
tors are only focused on a narrow universe of unknown shippers,
basically, to examine, if something goes wrong within their supply
chain—and no chief security officer can protect against the scenario
that I laid out here today as a one-time incident. They just can’t
do it with existing technology. That whole company’s brand goes up
in smoke because customs as well as the U.S. Government will be
the first to say, you failed to live up to your security obligations.

So I'm hearing increasingly a willingness to go further, to have
a set of standards that we can have confidence, to reduce their own
liability exposure, and to level the market playing field so we se-
cure the system.

Senator COLEMAN. And you've mentioned the ICIS system in
Hong Kong, in which every container is scanned. A concern has
been raised—and I want to discuss this more fully, and we will dis-
cuss it more fully Thursday.

But one of the concerns being raised is that, well, you can get
the scan, but you can’t really analyze. You’re not really doing an
analysis of that. And somehow, that would be a reason for not
scanning every container. How would you respond to that?

Commander FLYNN. Well, one of the key things about the Hong
Kong project, and I was involved a bit in sort of the thought leader
side of putting it together, is that the basic notion is to defeat—
the way that I laid out in the scenario was you shield the weapon
and we know the existing radiation portal can’t find it.

But now you have a very dense object because you surround it
in lead. The scan can alarm around a very dense object where it’s
not supposed to be. Twenty-foot containers and 40-foot containers
actually are set to carry the same amount of weight. Typically, you
put more heavy things, therefore, in 20-foot so they take up less
room on the ship. So you basically don’t expect to see very dense
material inside 40-foot containers.

The main application as a primary screen is to validate low risk
is low risk. And it also solves your Kkitty litter problem that alarms
?ff because you see the consistency across the load with the mani-
est.

The problem is the current protocols of how we do this has not
been developed yet on the U.S. Government side. When the pilot
was undertaken as a private sector initiative, nobody knew wheth-
er it could work or not. And yet what it was about was to say, if
it’s possible to do 100 percent screening, it works better for the ter-
minal if that can be done as a part of its routine instead of dis-
rupting its life. And it should provide a treasure trove of informa-
tion for customs to work with.

My own—as I see this evolve very quickly, it is as we merge com-
mercial data about what’s supposed to be in the container, and the
software builds the archival information, it sees in my sneaker sce-
nario—it’s seen 40 shipments of sneakers before, and this is the
first one that has this object in it. The software will support the
analytical job.

So at the end of the day, we’re operating a system where we have
no data. In Hong Kong last year, the Customs and Border Protec-
tion Service inspected about 3,500 containers total in a port that
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moved 22 million containers. Now, all those weren’t coming to the
United States. But in just two of the gates—because it’s not just
in Hutchison Terminal; it’s also in another terminal called Modern
Terminal—those two gates have collected to date almost 2 million
images.

I think—which is better, a system where we rely on intelligence
that’s weak to basically look at 3,500 with foreign cooperation, or
one that we’re gathering much more information and we can en-
hance our targeting for it? I think most Americans would rightfully
choose the latter, particularly when the facilities are willing to put
the equipment in and pay for it and maintain it for us.

Senator COLEMAN. And on the back end in your very chilling sce-
nario—I'm going to move from your chilling scenario to the one
that the Governor has presented—you talk about shutting down
the entire system until we put in place 100 percent monitoring.

I think the reality is we’d be shutting down the system because
we wouldn’t know where the problem came from; whereas with this
system you could at least—you’d have a database and a multiple
layer of database. You’d have an image. You’d have an RPM mon-
itor. You'd have a manifest. I presume you have the computer ca-
pacity to go back and track it down.

And then you’d have one part of the system you’d shut down, but
there would still be integrity in the rest of the system. And I think
folks have to understand: We shut down the global supply chain,
we shut down the ability to bring cargo containers to this country,
we greatly disrupt, absolutely destroy for a period of time, the
economy of this country.

Commander FLYNN. Yes. And the world.

Senator COLEMAN. And the world. I'll start with worrying about
Minnesota—but that is the reality that we face.

Commander FLYNN. And I think, Mr. Chairman, it’s important to
realize that there is deterrent value by building this capability. The
scenario laid out was the assumption by the terrorists that putting
the dirty bomb in the system would disrupt this critical infrastruc-
ture, that it would get that response.

As you build the capability to have the system potentially fare
better, you basically take that off as an attractive target. And I
think the key is to recognize that there is deterrent value in put-
ting safeguards in place. You almost hear that it’s hopeless. They're
suicide bombers.

They have limited capabilities, and acquiring a weapon of mass
destruction could take years. They have a very limited threshold
for failure. They’re not going to put it in a system where there’s
a high risk of detection, or even where the consequences are going
to be limited, given the alternatives, and we could therefore safe-
guard this critical network against the worst case scenario by
building it.

I think the bottom line is to recognize that it’s not about nec-
essarily preventing a conduit for getting bad things to the United
States. It’s the system itself that is critical and needs to be safe-
guarded. And that’s why it deserves greater priority than it’s been
receiving.

Senator COLEMAN. And Governor Kean, you've been part of this
across the board. You present a very chilling scenario. The first
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scenario is of a nuclear weapon. And clearly, the case you’re mak-
ing is we've got to get back to the sources, and still throughout the
world there are a significant number of sources that are still not
secured. And that presents a grave threat.

In addition, though, if I can go back to your service as head of
the 9/11 Commission. If a dirty bomb were to have exploded at the
base of the World Trade Center, can you talk about the economic
and the emotional impact?

Clearly it would not be a Hiroshima-like effect of taking at one
swipe perhaps hundreds of thousands of lives, if not more. But can
you talk a little bit about the economic and psychological impact
of a nuclear or radiological device being exploded in a high popu-
lation area?

Governor KEAN. Well, first of all, the psychological impact of just
having that go off in a highly populated area. And for instance, in
the financial district, that could make parts of that district
unlivable for any number of years. Totally disrupt our economy in
the process. Terrify residents of urban areas, or any area where a
lot of people live together.

I think the psychological, economic consequences of that would be
almost impossible to imagine. It’s hard to think of something that
would be any worse, which is the reason why that kind of scenario
is the one that keeps me awake at night.

Senator COLEMAN. We don’t have the capacity to lock down all
nuclear material. We use a lot of it in construction. We use a lot
of it in medical technology. Therefore, the threat of a dirty bomb
becomes a great concern. I envision two scenerios: Building a dirty
bomb elsewhere and bringing it into this country; or two, bringing
in enough material into this country and then construct it here.

In either scenerio, one of the things that we’re going to have to
do is rely upon foreign companies like the Hutchison company and
others. There’s been a lot of discussion about that, and I'm not
going to get into the Dubai situation, but the reality today is that
80 percent of our ports are foreign operated. The Megaport Initi-
ation is a program in which we work with companies in other coun-
tries to do the screening for us.

I'd be interested if you have any kind of reflections as you look
at the overall security on this program. Since you've talked about
taking a holistic approach to this issue. How should we be looking
at this program? How should we be looking at these issues today?

Governor KEAN. Well, I like the old Reagan phrase, trust and
verify, because in any system that we come up with, you’ve got two
problems. One is how you acquire the material, and my own view
is it’s more likely to be acquired in another place and transported
to this country. So if possible, you stop the acquisition, or make it
very difficult. That may be number one.

But second, of course, we don’t know how many nuclear mate-
rials have escaped now from various sources or in various parts of
the world. And then comes the issue of our borders, of whether or
not you can get the kind of system which Commander Flynn was
talking about, whether or not again, in my view, you can raise it
on the country’s radar screen.

I mean, the problem politically I see is that when we studied
September 11, there were very good people both in the Clinton and
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Bush Administrations who understood the problem, who under-
stood the dangers, who understood what might happen—not nec-
essarily a plane crashing into a building, but what might happen
with al-Qaida and terrorism.

But it was here on the priority list rather than up here. I think
in this issue that we’re talking about, with the exception of your-
self, Senator Lautenberg, and others who really recognize this
problem, we're in the same status today on this issue. People know
it’s a problem. Good people are working on it. But they’re working
on it slowly. They’re not saying it’s urgent. They’re not raising it
to the top of their priority level.

And if the worst occurs, I think the reactions, immediate reac-
tions of the people, of the economy, and, frankly, of our—I think
we’ll rush to judgment on legislation. I think it will be a bad sce-
nario from every point of view.

Senator COLEMAN. Commander Flynn.

Commander FLYNN. If I could just comment, a big part of the for-
mula that I've been involved with in terms of pushing borders out
is that you have to work with both the companies as well as the
countries which you’re in. Most of the efforts to date has been pri-
marily in the traditional format, going country to country. That is,
container security is from customs to customs.

I spent a good bit of time at the end of my Coast Guard career
in the Caribbean. We have huge problems with corruption, and this
is one of the things you’re going to have here. That’s just a fact of
life. In many cases, the industry players have more integrity in the
process than you might find in the local countries. They’re very
much invested in the enterprise they’re protecting.

So take the port of Karachi, for instance, which is now going to
be half run by Hutchison Port Holdings and the other half by
Dubai Port Worlds. You can’t get a container out of there to the
Middle East unless you run through those two facilities. I'd like to
work with those facility operators for that problem.

I worry, as one of the fallout of what we just recently went
through Dubai Port World—I mean, this is now the third biggest
terminal operator on the planet—that it’s going to—well, I think
the company will figure out that it’s good to be forward-leaning in
any event, but let’s just say we made the diplomatic element of
that more challenging. We need both to work with foreign countries
and with foreign companies.

Senator COLEMAN. Senator Lautenberg.

Senator LAUTENBERG. Thanks, very much, Mr. Chairman, for
your patience. The question devolves here and I look at the Com-
mittee structure and get an example of how things operate. So the
question is: What is the urgency of full participation by all of the
Committee members?

I want to start off by asking a very simple question of Governor
Kean. Thanks so much for all the things that you have done and
will continue to do for us. And Commander Flynn, your testimony
was invaluable and your research thorough, and we really appre-
1c’liate that. And I ask you to continue to sound the alarm, as you

ave.

During the debate on next year’s budget, the Senate rejected an
amendment that would have required 100 percent screening of
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cargo. Governor, is 100 percent screening an essential factor in pro-
tecting our country and protecting our people?

Governor KEAN. It is certainly desirable at some level. 'm not a
technical expert, as Commander Flynn is, as to know where that
falls on the kind of continuum that he was talking about as to
what you do internationally and where you screen things. But cer-
tainly if we could do it technologically, it would be certainly a step
in the right direction.

Senator LAUTENBERG. Well, as we hear Mr. Flynn’s testimony, do
we shortchange other areas of concern by focusing so much on port
security, on containers? I think we have to kind of take a look at
the world out there in which we exist and ask the questions wheth-
er or not we must go—let me call it modularly and say, OK, this
is the most likely case of vulnerability, and start there, put the re-
sources there and put the focus there.

Governor KEAN. Well, I think you’re right. And we certainly have
to take the technology we have and install it. I mean, when you
hear we have technology that can detect a nuclear device, and yet
it’s not installed in our various ports and at our borders because
we can envision—as Commander Flynn said, we did a movie with
Sam Nunn to try to alert the country a bit, and the idea we had
was that somebody, again coming across in a station wagon from
Canada with a small lead shield, and the radiation wand waves
over it and doesn’t pick up a thing because that technology—we
have the technology that could have gotten through that lead
shield, but it’s just not installed as yet.

So I don’t think we have much excuse for being able to do it and
having the technology there at our ports and at our borders and
not using it.

Senator LAUTENBERG. So we should get on with it. I was down
at the port a couple weeks ago, and every time I go there—and I
know that you’ve been there—and you see the activity and the vol-
ume of material that is shipped in. And everything, whether it’s
from sneakers to Ferraris, it’s there. And it is a likely place for
something terrible to be delivered to our shores.

And particularly when the FBI says that the most dangerous two
miles of targets exist between Newark Airport and Port Newark,
exist in the country as a target for terrorism. And here these con-
tainers are just overwhelming the whole area. You see them wher-
ever you look. To me, there is no excuse for not getting on with this
inspection and these structures for process to make sure that we’re
doing it.

And why hasn’t the Administration, in the view of either one of
you, worked to develop such a 100 percent screening regime? What
could cause this—TI'll call it benign neglect?

Governor KEAN. Well, again, I can’t—Commander Flynn is the
expert on these areas. But it just seems to me that, as I said be-
fore, that we get very distracted in this country. Things come at
us unexpectedly in the legislative and political arena, and we sort
of respond to what hits us. And it’s sort of like a boxer described
the Olympic Games: When he gets hit in the face, his hands go to
his face, and if he gets hit in the stomach, his hands go to his stom-
ach. And they wonder why he never wanted to fight.
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We tend to do that, I think, in the political system in the United
States. We don’t say this is a No. 1 priority, and we’re going to
stick to it and we’re not going to be distracted. There are good peo-
ple in the Administration working on this, as there are good people
in the Congress working on this. But it’s not at the top of the pri-
ority list.

People aren’t saying, as I think the Committee is saying, and I
believe and Commander Flynn believes, this is a No. 1 priority. I
mean, the common defense of the United States is the reason gov-
ernment was formed. It’s the reason we have a government. And
if we’re not doing this, then we’re not doing anything.

And somehow, with the good leadership, I think if you and the
Chairman and this Subcommittee and others who understand this
and believe it, we’ve got to somehow demand that the Administra-
tion, the leaders of the Congress, the news media, and other people
focus on this, if it is the greatest danger, as I believe it is.

Senator LAUTENBERG. Governor Kean, your voice carries a lot of
weight, and I urge you to continue to raise it on behalf of the well-
being of our country and this world in which we live.

Commander FLYNN. I think there are two pieces to that, that is
why we’re not—as you well know, our ports have basically been
managed as a local/State matter. And so to some extent, it was a
federalism argument made initially here that these are in fact as-
sets that belong to the localities, and they should therefore re-
spond—they should be responsible primarily for the security of
them.

Although clearly we have a Coast Guard and customs role, the
bulk of the resources—that’s basically a fly-by visit kind of pres-
ence that we’ve maintained in there because we've had them being
State and local matters. And we don’t have a national ports kind
of a focus. So that’s made it very problematic. You ended up with
each agency sort of saying, well, what have I got on my shelf to
help with this? And there wasn’t much.

States and locals weren’t in a position to do this because if Balti-
more raises its security cost and bar it makes business more attrac-
tive down in Norfolk. I mean, this thing screams for Federal stand-
ards. And things like dealing with Halifax and Vancouver as poten-
tial competitors, that’s a Federal role to negotiate this within a
hemispheric context because the transportation system will move
around to where the costs are least. So that’s one real issue.

The other was, which is why I was so thrilled with what has
happened in the Hong Kong model, going to the world’s busiest
port, two of the world’s busiest terminals on the planet, and with
the support of the CEOs of those two companies, none of whom
have ports in the United States but we’re vested in trying to ex-
plore this, and customs initially believe it would just be impossible
to do this without slowing things down. And they got a lot of im-
porters who said, you can’t do this.

So the challenge there was to prove it could be done. Now it’s
how do we adapt our government protocols to deal with the reality
that you could have this amount of screening data available? They
can’t do it without more resources. They need analysts. They need
technology, and they—on our end.
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So if the private sector ends up, as in this case they’re offering
to do, to build this infrastructure and to pay for it through a sur-
charge, maintain it globally, if they produce that capability and our
own government isn’t capable of processing it, then it’s just another
embarrassment that the customs has got to face, or Coast Guard
or others, because we're going to have the data we can save up and
say, you should have seen it. But because we starved them of ana-
lysts and starved them of capabilities, we’re not going to get there.

Customs and Border Protection has a total of 80 inspectors to
manage the C-TPAT program. There are 11,000 companies in ap-
plication for that, and some of those companies have literally thou-
sands of providers. Now, how can you provide oversight? There are
more—I came down on the shuttle this morning. There are more
TSA screeners at the Delta shuttle terminal than we are providing
for the entire Customs and Border Protection to do this critical job.

And that’s where things start to break down, and I really think
that at the end of the day, this is going to expose our government
to the biggest cost of terrorism, which is the loss of public credi-
bility and confidence when we have the next attack.

Americans gave their government a pass on September 11, I be-
lieve. But they expect that everything that can be done is being
done to deal with this threat. And they’re going to be appalled at
what they see, the lack of effort that’s still being made on these
issues. While good intentions are there, as the Governor has said,
we're just not treating with the level of urgency that certainly this
Subcommittee is trying to treat it with. Thank you.

Senator LAUTENBERG. Well, to make your point even clearer, in
comparison, TSA screeners: We have 130,000 to 150,000 people in
uniform trying to protect our security, we're told, the fight against
terrorism. We have an additional billion dollars put into the budget
for next year for port security.

Isn’t that kind of a hard comparison to understand? I mean, if
we want to protect people on our shore—we lost 3,000 people on
September 11, and it left a mark on this country that we will prob-
ably never recover from. To the Chairman’s question earlier about
what the effects could be if a dirty bomb was placed in the same
area, the fact is that people today are still paying a direct health
price for that terrible attack. There are people who have res-
piratory diseases as a result of being exposed there.

And so when we look at a billion dollars for increased funding
to examine these containers, does that strike you as being a major
step toward solving the problem?

Commander FLYNN. Well, I think the disconnect here is we’re an
extraordinarily wealthy Nation who’s at war. And I think it would
strike most Americans, when it comes to what we’re doing on the
homeland, we'’re not acting like a Nation at war.

Senator LAUTENBERG. Governor Kean, do you——

Governor KEAN. Yes. I can’t say it any better than that. I mean,
this is something—everybody’s said it from the President on down.
This is a longtime struggle. We're fighting a new enemy that is
training people in the ungoverned areas of this world as we speak,
and plotting in areas where we can’t get at them. You can’t attack
them like we used to attack a nation state. These are, in a sense,
entrepreneurs, these people who we’re fighting.
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And if we don’t recognize that and recognize that nevertheless
this is a war we’re in and we’ve got to make long-term plans be-
cause they’ve got long-term consequences, then this Nation and our
children are going to suffer.

Senator LAUTENBERG. We have to step up to it.

Governor KEAN. Have to step up to it, I believe.

Senator LAUTENBERG. Thank you very much. Thanks for these—
our thanks, Mr. Chairman, go to these two people who have de-
voted so much of their energy and skill to helping protect this coun-
try. I for one am grateful, and I'm sure that all of those who are
aware of the mission you're on are grateful.

Senator COLEMAN. I want to echo the words of Senator Lauten-
berg, Governor Kean, and Commander Flynn, because it speaks
volumes. We hope that this clear message you're raising will go be-
yond the confines of this Subcommittee.

We appreciate your questions, Senator Lautenberg, and we ap-
preciate the testimony of the witnesses. Thank you.

I would now like to welcome our second panel to this hearing.
Eugene Aloise, Director of the Natural Resources Environment
Team, and Gregory D. Kutz, the Managing Director of Forensic Au-
dits and Special Investigations, both at the Government Account-
ability Office.

Mr. Aloise, I welcome you to the Subcommittee. Mr. Kutz, I wel-
come you back to the Subcommittee. By my count, you've testified
before this Subcommittee, I think, at least six times and assisted
us in identifying over $8 billion in waste, fraud, and abuse. So I
want to thank that. I note that Mr. Rhodes is also here from the
Government Accountability Office.

GAO is here to testify on three reports you have developed pur-
suant to our request. These reports are an impressive body of work.
Two of these reports, on the domestic and international deployment
of radiation detection equipment, were led by Mr. Aloise and his
team. Mr. Kutz and his team made an invaluable contribution with
their undercover operation at our Nation’s borders. I am confident
that these three reports will lead to reforms at the Department of
Homeland Security, the Nuclear Regulatory Commission, and the
National Nuclear Security Administration.

I'd also like to thank Stockton Butler, James Shafer, Eugene
Wisnoski, Rich Egan, and Andy O’Connell for their contributions to
these reports.

Gentlemen, I look forward to your testimony today. As you're
aware, pursuant to Rule 6, all witnesses before this Subcommittee
are required to be sworn in. I'd ask you to please stand and raise
your right hand.

Do you swear the testimony you're about to give before this Sub-
committee is the truth, the whole truth, and nothing but the truth,
so help you, God?

Mr. ALOISE. I do.

Mr. Kutz. I do.

Mr. RHODES. I do.

Senator COLEMAN. Mr. Aloise, we'll have you go first, followed by
Mr. Kutz. After we’ve heard testimony, we’ll turn to questions.
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I would like to know, Mr. Kutz, in my notes here, it says Mr.
Ryan. That’s a typo, but it demonstrates just how often you and
Mr. Ryan are here. But it’s great to have you back.

Mr. Aloise, you may proceed.

TESTIMONY OF EUGENE E. ALOISE,! DIRECTOR, NUCLEAR
AND NONPROLIFERATION ISSUES, NATURAL RESOURCES
AND ENVIRONMENT, GOVERNMENT ACCOUNTABILITY OF-
FICE

Mr. ALOISE. Thank you. Mr. Chairman and Members of the Sub-
committee, I am pleased to be here today to discuss our two reports
on U.S. efforts to combat nuclear smuggling in foreign countries
and in the United States. Together with our March 2005 report on
DOE’s Megaports Initiative, these reports represent GAO’s analysis
of the entire U.S. effort to deploy radiation detection equipment
worldwide.

The threat of nuclear smuggling is real. According to IAEA, be-
tween 1993 and 2004 there were 662 confirmed cases of smuggling
of nuclear and radiological materials. Twenty-one of these cases in-
volved material that could be used to produce a nuclear weapon.
Over 400 cases involve materials that could be used to make a
dirty bomb.

While these cases occurred in other countries, there is concern
that terrorists may try to smuggle nuclear materials or a nuclear
weapon into the United States. In response to these threats, four
U.S. agencies—DOE, DOD, the State Department, and DHS—are
installing radiation detection equipment in foreign countries and in
the United States.

My remarks will focus on our two reports being released today.
Specifically, I will discuss the progress made by and the challenges
facing U.S. agencies in installing this equipment in foreign coun-
tries and DHS’s effort at U.S. ports of entry, and the challenges
DHS faces in completing its program.

The first major initiative to deploy radiation detection equipment
was on the borders of the former Soviet Union and Eastern Europe.
In the mid-1990s, DOD and the State Department provided portal
monitors and other equipment to a number of countries, and in
1998 DOE created the Second Line of Defense program.

Today, in addition to the Second Line of Defense program, six
other programs—one at DOE, two at DOD, and three at the State
Department—have provided equipment and related training to 36
countries. Combined, these programs have spent about $178 mil-
lion since 1994.

While much progress have been made, these programs face a
number of challenges, including possible corruption of border secu-
rity officials, technical limitations of equipment installed by the
State Department and now maintained by DOE, and inadequate
maintenance of some handheld equipment.

Regarding possible corruption, officials from several countries
we've visited told us that corruption is a big problem within the
ranks of border security organizations. Corrupt officials could de-
feat these systems by turning off the equipment or ignoring the

1The prepared statement of Mr. Aloise appears in the Appendix on page 128.
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alarms. We face the danger that a $20 bribe could compromise a
$200 million system.

To lessen this threat, DOE and DOD plan to deploy communica-
tion links between border sites and command centers so that alarm
data is simultaneously evaluated by multiple officials. In addition,
screening and training of border guards is also planned.

Another problem relates to limitations of the portal monitors pre-
viously provided to some countries by the State Department, which
makes them less effective in detecting weapons-usable nuclear ma-
terial because the portals can only detect gamma radiation.

Since 2002, DOE has maintained this equipment, but except for
one site has not upgraded it. We have urged DOE to upgrade this
equipment because until these sites receive equipment with both
gamma and neutron detection capability, they will be vulnerable to
nuclear smuggling.

In addition, much of the handheld equipment provided by the
State Department and other agencies may not function properly be-
cause it is not being maintained. While DOE is maintaining the
handheld equipment it has given to other countries, no U.S. agency
has maintained about 1,000 handheld detectors that are vital to
border officials conducting inspections on vehicles and pedestrians.
For example, we observed border guards using handheld equipment
that has not been calibrated properly since 1997. This equipment
needs to be recalibrated every year.

In addition, no U.S. agency keeps accurate data on the status
and location of all the equipment provided by U.S. programs. With-
out such a list, we cannot assess if equipment is operational and
being used as intended.

Turning to the deployment of radiation detection equipment in
the United States, DHS has made progress in deploying and using
portal monitors and other equipment. But it is significantly behind
in its total deployment schedule. As of the end of last year, about
$286 million had been spent on this effort.

DHS is deploying radiation detection equipment in the following
five phases: International mail and express courier facilities; major
northern border crossings; major seaports; southwest border cross-
ings; and all other categories, including international airports, re-
maining northern border crossings and seaports, and all rail cross-
ings.

These categories were prioritized according to their perceived
vulnerability to the threat of nuclear smuggling. For example,
major seaports are vulnerable because sea cargo containers are
suitable for smuggling. Also, over 95 percent of the cargo entering
the United States does so through seaports.

As of December 2005, about 670 portal monitors have been de-
ployed in the United States, about 22 percent of the planned total
portal deployment at U.S. border crossings, seaports, and mail fa-
cilities. In fact, deployments in mail facilities and the first phase
of northern border sites are complete. However, deployments at
seaports and southwest border crossings are about 2 years behind
schedule. Importantly, deployments at airports and land rail sys-
tems have not yet started.

DHS estimates that with the work it has completed, it is screen-
ing about 62 percent of container shipments but only 32 percent of
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seaborne shipments and about 77 percent of private vehicles. DHS
plans to deploy over 3,000 portal monitors by 2009 at a cost of $1.3
billion. This is a massive undertaking.

However, in our view this estimate and time frame are highly
uncertain. In fact, our analysis shows that if DHS continues to de-
ploy portals at its current rate, the program is facing a likely cost
overrun of about $340 million and will not be completed before
2014.

We found a number of factors that account for this slow deploy-
ment. Specifically, delays by DHS in releasing funds to contractors
has in some cases disrupted and delayed deployments. In addition,
difficult negotiations with seaport operators about where to place
portals, especially for rail cars, has delayed work at seaports.

Many seaport operators are concerned that the construction
needed to install the equipment, as well as the screening process
itself, will slow down the movement of commerce. Mr. Chair